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Deep Freeze Enterprise integrates seamlessly with most third-party so ware management solutions
including BigFix, ZenWorks, Altiris, and others.  is white paper addresses how to deploy and manage
Deep Freeze Enterprise through BigFix Patch Manager.

is document assumes that Deep Freeze Enterprise is deployed over a large network with multiple
remote sites that have an Enterprise Console for local administration. It also assumes the Central
O ceisable to reboot workstations into a  awed state, make updates, and set the workstations back
into a Frozen state from the BigFix Console.

I Y

Install the Deep Freeze Con guration Administrator on the same computer as the BigFix Console and
create a set of installation les (Enterprise Console, Workstation installation le, and, if necessary, the
Workstation Seed) con gured accordingly to your needs.  ose installation les should already have
con gured passwords, Maintenance Periods, and any other settings the central administration wants
modi ed.

Since we are not using the Deep Freeze Enterprise Console to manage the workstations, at least one
password with Command Line privileges (CMD) must be set, because CMD passwords are used to set
the workstations into a  awed state before making updates. Another workstation (WKS) password
should be created to allow local administration to make changes in the workstations. Once Deep Freeze
has been deployed, the workstation password(s) must be changed by the local administration so every
site has a unique password.

] Deep Freeze Enterprise Configuration Administrator |:| |:| [g|

File Help

SrHR e @

Mew Open Saveds Help Create

Passwords |Drives Embedded Events | Maintenance | Advanced Options

Enable Type Uzer Change Pazzword Tirneout Activation Expiration

1 |W’orkstation w | [Fl | cannot_change O | | | |
2 |Wolkstati0n L2 | [F |c:an_change O | || |
3 |Eommand Line - | |c:ornrnand_|ine J

4 |W0rkstati0n A | o |expires_end_2009 2009/06/05 '~ || 2009412431«
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Once the installation les are created, BigFix can be used to deploy them to every remote site.
To deploy Deep Freeze using BigFix, complete the following steps:

1. Inthe BigFix Enterprise Console, go to Wizards > Windows So ware Distribution, as shown.

Enterprise Consoll tribution - Deploy: Deep Freeze"] =] x|
Fle Edt View Tools Dashboards | wizards Window Help =Bl
Anti-Virus Definition Update Wizard. Name | Categor, I Site I Applicahl... _~ Open s
BES Console BigFix Asset Discovery Mmap Configuration Wizard... Satware Distributian - Deplay; Deep Freees Software Distribution Master Operator ... 1
File Pre-Cache Wizard. .. Software Distribution - Deploy: Desp Freeze Software Distribution Master Operatar ... 2] 4 0

alu;
Lacation Praperty Wizard. .

McAfee On-Demand Scan Wizard,, .
Application Usage Microsoft Baseline Security Analyzer Wizard, ..
Microsoft Office Source Configuration Wizard,..
Microsaft Rollback Task Wizard...
Power Profile Wizard.
RPM Deployment Wizard. .,
Service Baseline ‘Wizard. ..
Solaris Patch Rolback Wizard...
g'V‘Z”N‘Ixf”age’ Tar Anti-inig wake-from-Stanchy Scheduing Wizard. .. 4|

Wake-on-LAN Scheduling Wizard... omputers | Computer Groups | Analyses | Console Operators
Deployment Health Checks Windaws Defender Undate Wizard. .
Microgoft Office Overview Windows Registry Wizard. .

Application Usage Information

Dashhoards

| |

: Deep Freeze 2 Applicable Computers
0 Open Actions

Patches for Windows Overview

Power Tracking Information

“ulnerabilities to Windows
Ovenviews

Fixlets

Wiew All Relevant Fixlet Description
Messages

View Relevant Client Manager This task will deploy: Deep Freeze.

for Anti-Virus Fixlet Messages

This task iz applicable on: YWindows 2000, Windows XP and Windows Vista

“iew Relevant Patches for
Windows (English) Fixlet
Messages

Wiew Relevant SANS Top
Vulnerabilities to Windows
Systems Fixlet Messages

‘iew Relevant Security Policy
Manager Fixlet Messages

iew Relevant Updates for
Windows Applications Fixlet
Messages

Wiew Fixlet Actions

Wiew All Applicable Taske

Wiew Applicable BES Asset
Discovery Tasks

Wiew Applicable BES Power
Management Tasks

‘iew Applicable BigFix Remote
Desktop for Windows Tasks

Wiew Applicable Client
Manager for Anti Virus Tasks

\Connected to database ‘bfenterprise’ as user EvaluationUser” [
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2. e Windows So ware Distribution Wizard appears, as shown below. Specify a name for the
task.

Click Next.

|
BES Software Distribution Wizard for Windows

wWelcome to the BES Software Distribution Wizard for Windows.

This ‘\Wizard will assist you in deploving software applications to Windows computers which have the BES
Client installed. Upon completion of this Wizard, a new Task will appear in the BES Cansole that will allaw ywou
to deploy your application to BES Clients using the standard "Take Action” dialog.

Mote: This wizard will anly pravide deployment and very basic packaging of software, It is assumed that the
application you deploy will have an installer that can be executed silently (if applicable) on local BES Client
computers,

Specify the name of the application wou wish to deploy. This is the name that will appear in the Task tab in
the BES Server (&.q. Adobe Acrobat Reader 5.0

|Dee|: Freeze

T T

3. Inthe dialog shown below, specify the location of the workstation installation le.
Click Next.

indows Software Distribution Wizard

BES Software Distribution Wizard - Source Files

Choose the source of the package to be deployed to the BES Client computers.

{~ Download from URL- Retrisve the package from the URL,
Jhktp: i
s File - Select the package on this computer.
|C:'|,Temp'|,DF6Wks.exe
(™~ Folder - Select a folder on this computer {a compressed archive will be created).
|C:'|,
™ Include SubFolders

Mote: The filefs) you select will be placed on the BES Server and a SHAL checksum will be calculated
and stored in the action for security and caching purposes, If vou would like to change the file(s) later,
vou will need to run this wizard again.
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4.  Selectall platforms that you want to install Deep Freeze on. Since Deep Freeze is not supported
by Windows NT and Windows Server 2003, clear the check boxes. Click Next. If the Deep
Freeze Server version is to be deployed, select Windows Server 2003.

4 windows Software Distribution Wizard x|

BES Software Distribution Wizard - Platform Choice

Select all platforms for which this package is applicable.

[~ Windows 95

[ windows 95

[ windaws ME

[ Windaws NT

¥ ‘Windows 2000

W Windows %P

[ wWindows Server 2003
¥ ‘Windows Yista

[ Windows 2008

5. Select how to target relevant computers. For this example, None-Target by OS only has been
selected.

4 vrindows Software Distribution Wizard |

BES Software Distribution Wizard - Installation Parameters

Specify how to target relevant computers.

Mote that if the first radio button under the "Applicability” tab of the "Take Action” dialog box is selected at
the kime the Task is deployed, the selected criteria will also be used ko determing the success of installation,

{+ Mone - Target by O35 only,
(™ Registered Application- Enter the name of the registered application.

("~ Service- Enter the service name (Windows MT, 2000, XP and 2003 only).

I
(™ File - Enter the complete pathname of the file,

IC:'lI
(™ Registry key- Enter the complete pathname of the reqgistry key.

|

[~ Optional; Specify a key value, Enter DWORD values in hexadecimal Form
Jor
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